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Data usedto illustrate the reports and screens may include names of individuals, companies, brands,
and products. All of these names are fictitious; any similarities to actual names are entirely
coincidental. Further, any illustrations of report formats or screenimages are examples only, and
reflecthow a typical customerwouldinstall and use the product.
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CHOOSING YOUR TYLER IDENTITY SERVER

Tylerldentity has built-in install flexibility. There will be aTyler Identity instance foreach instance
(test/train/live) of New World ERP you have. If your entity licenses multiple Tyler products, Identity is the
productthat will tie theirlogins together. In these situations, we recommend that you install Tyler
Identity ona server otherthanthe New World ERP Application Server. Installing Identity on the New
World ERP Application Server can limit optionsin the future, although Identity can be moved laterif
desired.

Options:

1. InstallIdentity with multipleinstances ona “Tyler” serverthat houses products thatinterface to
several Tyler products. Note: Please referto the ERP Installation Guide for help with the Internet
Information Services Roles and Features required on this machine. The Application Serverand
Web Serverrolesshould be set up in the same way as the recommendations foran ERP
Application Server.

2. Ifthe ERP AppServerison Server 2008 (detailedin prerequisites below), install Tyler Identity on
any otherweb serverthatisinside of the firewall. Note: Pleasereferto the ERP Installation Guide
for help with the Internet Information Services Roles and Features required on this machine. The
Application Serverand Web Serverrolesshould be setupinthe same way as the
recommendations foran ERP Application Server.

3. Installaninstance of Tylerldentity on each of your Application Servers for ERP.

PREREQUISITES

Tylerldentity has some defined prerequisites. They are listed below, and we have made a prerequisite
checkerapp thatwill help determine whetheryou are ready:

e SSLcertificate boundinlIStothe Default Website on port 443 that is 2048-bit length or longer.
Various vendors exist that distribute SSL certificates.

e Self-signed certificates are not supported.
e Sha-1certificate algorithms are not supported. An Sha-2certificate is required.

e PowerShell 5.0needsto beinstalled onthe TylerIdentity machine. Because of this, servers
running the Windows Server 2008 OS cannot be used to install Tyler Identity. The Powershell
execution policy needs to be setto RemoteSigned or Unrestricted forthe Tylerldentity
installation to complete. More information may be found here:
https://www.mssqgltips.com/sqlservertip/2702/setting-the-powershell-execution-policy/

e RuntheTylerID Pre-Req CheckerTool after binding your certificate to the server.

To launch the pre-requisite checker app, please locate the TylerldentityPrereq.exe file in the
Tylerldentity\TylerldentityPrereqChecker folder from the 2018.1 software download, and runit onthe
serverwhere you will be installing Tyler Identity. Anyitemsthatshow upinred afterthe toolis runare
itemsthatneedto be addressed before Tylerldentity isinstalled. Awarningwill appearifyourSSLcertis
setto expireinlessthana yearas a courtesy reminder.

1/15

'5:. new world

erp solution


https://nwerphelp.tylertech.com/nwerp_help_2018.1/Content/Library%20-%20Documents/Installation%20Guides/ERP%20Installation/New%20World%20ERP%202018.1%20Installation%20Guide.pdf
https://nwerphelp.tylertech.com/nwerp_help_2018.1/Content/Library%20-%20Documents/Installation%20Guides/ERP%20Installation/New%20World%20ERP%202018.1%20Installation%20Guide.pdf
https://www.mssqltips.com/sqlservertip/2702/setting-the-powershell-execution-policy/

Tylerldentity may be installed to any 11S Site, but we recommend the Default Web Site on the serverto
whichitwill be installed. The site you choose needs to have an SSLcertificate bound toiton Port 443
within lIS. If that certificate does not meet the requirements detailed above, the tool should reportitto
you. A Client Certificate and Signing Certificate field will default to the certificate thatis boundtothe
website choseninthe /IS Sitefield. Those can be overridden by using the dropdown menus.

Enter yourSQL Servername, SQL Userand password to test SQL connectivity, and click the Check button
to test Tylerldentity prerequisites. Alog(TylerldentityPrereq.log)is createdinthe
TylerldentityPrereqChecker folder with more details from the pre-requisite check:

'\.- Tyler Identity Prer site Checker = O
IS Site Default Web Site X Client Certificate CN=*corp.tvlertechnologies.com, O=Tvler Technologies. L=Troy,
SQL Server\Instance | trovmmiu2018-2 Signing Certificate = CN=*.corp.tylertechnologies.com, O=Tyler Technologies, L=Troy, *
Database Owner nwsadmin
Database Password  eeesssscee

Prerequisites

Prerequisite Status Description

PowerShell 5.0 Pass PowerShell 5.0 or higher is needed

SQL Credential Rights Pass Verify SQL credentials have rights to create a database

HTTPS Binding Pass IS site needs to be configured with https binding

Signing Certificate Bit Length Pass Verify the signing certificate bit length is 2048 bits or greater

Client Certificate Date Validation Pass Verify the client certificate date is valid

Signing Certificate Date Validation Pass Verify the signing certificate date is valid

Client Certificate Application Policies Pass Verify the client certificate has Client Authentication policies enabled

Signing Certificate Application Policies Pass Verify the signing certificate has Code Signing policies enabled

Client Certificate Signature Hash Algorithm | Pass Verify the client certificate isn't using sha1l signature hash algorithm

Signing Certificate Signature Hash Algorithm | Pass Verify the signing certificate isn't using sha1 signature hash algorithm

Client Certificate Is Not Self-Signed Pass Check if the client certificate is self-signed

Signing Certificate Is Not Self-Signed Pass Check if the signing certificate is self-signed

Signing Certificate Private Key Provider Type |Pass Check if .NET applications can use the signing certificate’s private key

Checks Passed X
Check 0 All checks passed
[ ox ]
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INSTALL INSTRUCTIONS

1.
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On the serverwhere you are installing TylerID, open ERPims.exe from the TylerIDinstall folder
by choosing Run as administrator with a right click. Thisinstallershipsinthe 2018.1 downloadin
the Tylerldentity\TID.2017.5_NWfolder. Please note that, at times, we have seen certain Virus
Scanners pick this file up as suspicious. If the file will not open for you, please check whether
your Virus Scanner is blocking it from running.

Choose whatenvironmenttoinstall atthe top level (Test, Train, Prod, etc.) and enter a customer
number. While this number does not matteratthistime, it will be important at upgrade time.
Please choose anumberthatyou can remember. Toinstall to anotherenvironment, click the +
signand add a new environment type. Leave all other options selected:

8o

Main - Installation Management System

Customer/Environment Information

Customer OCN +

Environment: | Test [9 | +

Select the stages which you want to run:

Description

Tyler Identity DB

Tyler Identity Operational Services

Tyler Identity Token Server

Tyler Identity Configuration

Tyler Identity Configuration Service

Tyler Identity User Administration

Tyler Identity User Administration Service
Tyler Identity User Provisioning

Tyler Identity User Provisioning Service
Tyler Omnibar Ul

Tidar Dmnikhar Canira

Jefel<li<l< <<=l <

v

Click Nexttwice. Please note that the userloggedinand runningthe install should have admin
rightsto SQL Serveronthe database server. Thisinstaller willcreate TylerIdentity databasesin
SQL Server.

Powershell prompts may flicker and may ask you for your SSL certificate of choice from an
enumerated list. You may see multiple Powershell popups. You mayalsosee an enumerated list
where you will needto choose yourapplicableSSLcertificate.:

» hew world
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sit-cbs-app0t

Administrator: Windows PowerShell

L4

18items 1 item selected 1.95 MB

5. Thefollowingdialogwillappear:
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Bl Define Default Variables ¥

The following default value variables where not found, Please provide values for the
default value variables now.

Mame Value

TID DB INSTANCE

TID DB MAME

TID DB SQL USER

TID 50L USER PASSWORD
EMTERPRISE FQDN
USERDMSDOMAIN

SMTP HOST

SMTP PORT

SMTP USE 55L

SMTP FROM ADDRESS
MWERP DB INSTANCE
MWERP DB MAME
MWERP DB SQL USER
MWERP 50L USER PASSWORD
MWERP SITE URL

] Accept Cancel

Enter the DB serverand TylerID DB Name (suggestion=tid_ENVIRONMENTNAME) in T/ID DB
INSTANCE and TID DB NAME respectively.

Enter a sql user(cannot be the sa account) inthe T/ID DB SQL Userand TID DB SQL User Password
fields.

Enter the connectioninformation tothe NWERP DB also.

In the NWERP SITE URL field, enter https://SSLCERTNAME/logos, whateveris used to getto New
World ERP on the App ServerviaSSL.

The ENTERPRISE FQDN is the SSL Cert Name of the Tyler ID server.
SMTP USE SSL istrue or false.

Note: The sa usercannot be used for the TID DB SQL User in thisinstaller. We recommend using
a tiduser (the install will create this user with the properrightsin SQLwith whatever password
you choose for it). The TID application will utilize this userto access the TID database.

. hew world
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https://sslcertname/logos

Bl Define Default Variables %

The following default value variables where not found. Please provide values for the
default value variables now.

TID DB INSTAMCE trovmmivappsbx

TID DB MAME tid_centraltest

TID DB 50L USER tiduser

TID 5QL USER PASSWORD TidUs3r

EMTERPRISE FQDN trovmmiu2018t.corp.tylertechnologies.com

USERDMNSDOMAIN trovmmiu2018t

SMTP HOST nwtestrnailch.nwtest.com

SMTP PORT 25

SMTP USE 55L false

SMTP FROM ADDRESS tylerid@tylertech.com

MNWERP DB INSTANCE trovmmivappsbx

NWERP DB MAME MyNWERPDE

NWERP DB 501 USER nwsadmin

NWERP S0L USER PASSWORD | nwsadminpassword
https://ftrovmmiuappsbx_corp.tylertechnaologies.com/logos

Accept Cancel

6. Click Accept when done configuring.

7. If using Active Directory to integrate with New World ERP logins, please follow step 7. If not,
skip to step 8.

To configure Tyler D to integrate with Active Directory, expand the Tyler Identity Token Server
bar and change the Authentication Type to AD from TID. This can also be changed afterthe install
by goingintothe AppSettings.configfileinthe
C:\inetpub\tylerroot\TylerID\IDPTokenServerENVIRONMENTNAMECore folderonthe Tyler
Identity server where ENVIRONMENTNAME should be replaced with the environment name you
choseinstep 2:
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8.

9.
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Customer/Ervironment Information

Set Variables - Installation Management System

Customer OCN: 212412431243

Environment: MyEnv

Provide/check the value for the variables in the following components:

MyEnv

®
@ Tyler Identity NWERP Operational Services

©
©
®

Operational Services URL

|IDP Token Server URL
Cluster URL

AD Domain
Tylerldentity:UserProvisioning#
Tylerldentity:UserProvisioning#

https//trovmmiu2018t.corp.tylertechnologies.com/IDPOperationalServicesMyEnvCore/
https://trovmmiu2018t.corp.tylertechnologies.com/IDPTokenServerhyEnvCore
https//trovmmiu2018t.corp.tylertechnologies.com/

trovmmiu2018t

https//trovmmiu2018t.corp.tylertechnologies.com/
https://travmmiu2018t.corp.tylertechnelogies.com/IDPUserProvisioningMyEnvCore

Authentication type

TID

Tyleridentity:EnablePostSignO
SMTP Host

SMTP Port

SMTP SSL (Enter true or false’
Email From Address

URL

)

Click Next:

true
nwtestmailch.nwtest.com
25

false
tylerid@tylertech.com
IDPTokenServerMyEnvCore

Customer/Environment Information

Customer OCN: 6200

Environment: Test

Installation process - Installation Management System

Product Component

Click Install to start the installation of the following products:

Environment Target Ve

Tyler Identity| Tyler Ides DB Test 2017.5 localhost| [V |~
Tyler Identity|Tyler Identity Operational Services Test 2017.5 localhost| [V
Tyler Identity| Tyler Identity Token Server Test 2017.5 localhost| [V
Tyler Identity|Tyler Identity Configuration Test 2017.5 localhost| [
Tyler Identity| Tyler Identity Configuration Service Test 2017.5 localhost| [V =
Tyler Identity|Tyler Identity User Administration Test 2017.5 localhost| (vl
Tyler Identity| Tyler Identity User Administration Service |Test 2017.5 localhost| (v
Tyler Identity|Tyler Identity User Provisioning Test 2017.5 localhost| [Vl
Tyler Identity| Tyler Identity User Provisioning Service Test 2017.5 localhost| [V
Tyler Identity| Tyler Omnnibar Ul Test 2017.5 localhost] [V
Tyler Identity| Tyler Omnibar Service Test 2017.5 localhost| (v
Tyler Identity| Tyler Identity Account Linking Test 2017.5 localhost| [V
Tyler Identity|Tyler Identity Account Linking Service Test 2017.5 localhost| (V]
Tyler Identity| Tyler Identity NWERP DB Test 2017.5 localhost| [v] |

Click Install.
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10. Theinstaller will process and show youits progress. A PowerShell prompt may display, asking you
what cert you would like to use. This prompt may display for multipleinstallable pieces. Choose
the cert and click Enter.

11. Close theinstallerwhenitcompletes.
12. Move onto installing ERP.

13. Afterinstalling New World ERP (or concurrently to runningthe New World ERP install), run the
User Migration utility for Tyler D, detailed in Appendix A.

Note: If yourun the mylnspections App foriPad-based inspections, you needtofollowthe
instructionsin Appendix B.
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Appendix A: Running the Migration Utility for
Tyler Identity

To move the users fromthe New World security store (the traditional SecurityUser table) to Tyler
Identity, amigration needsto occur. Goingforward, users will continue to be created in New W orld ERP
as the starting point, and the password will be managedin Tyler Identity.

We have written a utility forthe user migration to Tyler Identity. On the server where Tyler Identity was
installed, pleaseopenthe TylerldentityUserMigration.exe file from the
Tylerldentity\TylerldentityUserMigration folder by right clicking and choosing Run as Administrator.
Migrations may be done multiple timesto move users from New World ERP to TylerIdentityinthe event
of a failed migration. After the migration tool runs, you will receive areport of successful and failed
migrations. Here is a screenshot of the migration tool:

.+ Tyler |dentity User Migration — O X
Tyler Identity Instance v
Simulate Migration L]

Migrate Single User ]

Migrate

The Tyler Identity Instance dropdown willinclude all Tyler Identity Instances that can be determined on
the machine. The tool will read the configuration filesin the instance chosen to determine which Tyler
Identity and New World database should be used forthe user migration.

Using the Simulate Migration checkbox will simulatethe migration and create areport of successful or
failed migrations. Running the tool with Simulate Migration unchecked will run the actual migration and
produce the same report (screenshots below).

Usingthe Migrate Single User checkbox will migrate only one user from New World ERP to Tyler Identity
for that instance:

Note: The migrationtool would read Active Directory (in AD setups)as the userthatisloggedinand

running the tool. If you are an AD customer, please logintothe serverasa domain userand nota local
userwhenrunningthisstep.

ots s hew world
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Note:.NetFramework cannot read Active Directory if users existin Organizational Units that have slashes
(/) intheirnames. Slashes are allowed in LDAP but notin.Net Framework calls to Active Directory. Please
ensure Organizational Unitsin Active Directory do not have slashesintheirnames. More informationon

this.Net Framework defect can be found online.

Tyler Identity User Migration

Migration completed.

0].4

E UserMigrationReportResults.td - Motepad

File Edit Format View Help

HIEBIEB’.‘LB 7:46:21 AM: Retrieving NWERP users...
4/28/2818 7:46:21 AM: Email not set in NWERP for user: esuite

Successful Migrations:
nws

Failed Migrations:
esuite

Note: If thistool isrun on a machine without Tyler Identity installed, you will see the message below:

Mo instances of Tyler |dentity were found.

. hew world
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Appendix B: Running the mylnspections
Configuration Utility
If you are usingthe myCommunity Server functionality for the mylnspections app, you will need torun

the MylnspectionsConfiguration.exe program (right click and run as administrator) from the
Tylerldentity\MyInspectionsConfiguration folder from the 2018.1 download on the TylerIdentity server.

Choose a TylerIdentity Instance and click Create Settings File. If the name of the SSL cert for Tyler Identity
isdifferentthan the default of FQDN, you can change it to yourcert name:

B My Inspections Configuration — O *

Tyler Identity Instance | InstallTest -

Server DMZ FODN TROVMMIU2018T.corp.tylertechnologies.com

| Create Settings File |

Afterclickingthe button, you will be asked to save the appSettings.config file somewhere (itneedsto be
named appSettings.config). Save the file somewhere from where you will be able to copy it to the
mylnspections server:

Save As X

N » ThisPC » Desktop » Tyleridentity * MylnspectionsConfiguration v | O Search MylnspectionsConfigu... @

Organize v MNew folder =R (7]
[ Desktop ~ Name Date modified
¥ Downloads

|| Documents

Type Size
j appSettings.config

/16/2 CONFIG File 1KB
j MylnspectionsConfiguration.Data.dll.con...  5/11/2

COMFIG File 2KE
COMFIG File 2KB
COMFIG File TKBE

| Pictures j MylnspectionsConfiguration.exe.config

B This pC jMylnspe(tinnSCnnfigurat\nn.Managers.d... 5/11/2
is

[ Desktop
|5 Documents
¥ Downloads
D Music

| Pictures
m Videos

‘i Local Disk (C:)

& Neahwnrl &

File name: | appSettings.config

Save as type: ‘Configuration Files (*.config)

~ Hide Folders Cancel

115 *: . New world
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Once the file issaved, please copy the appSettings.config file to the server where mylnspectionsis
installedand dropitinto the {InstallLocation}\New World Systems\Logos.Net\CD\Web API\Inspections
directory. Subsequent upgrades to mylnspections will persist this file.
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Appendix C: Synching Test Users to Live Tyler
Identity Users

A utility has been created to allow arefresh of test New World ERP Tyler Identity users from the live Tyler
Identity userstore. This utilitywas built to ease the process of copying the live ERP database totest and
synchingthe TylerIdentity users togetherin each database. Depending on your download date of version
2018.1, you may have a copy of the utilityinthe Tylerldentity folder of the install. This utility is called
TylerldentityLiveToTest:

I 4 = | Tylerldentity
Home Share Wiew

: / ) Za B -
=l ’I oy Cut « S x @ {f New item ii-| m Open FH sele
l—-l W] Copy path -Tj Easy access ~ Edit Sele
Pin to Quick Copy Paste q Maowve Copy Delete Rename Mew Properties
access B tasteshoricit tor to- © folder = £ inve
Clipboard Organize New Open 5
&« w » 20181 » Tylerldentity »
MName Date modified Type Size
st Quick access
MylnspectionsConfiguration 9/5/2018 1:54 PM File folder
[ Desktop yinsp 9 R )
TID.2017.5_NW 7/13/2018 8:38 AM  File folder
& Downloads TylerldentityLiveToTest 10/16/2018 1:54PM  File folder
|=| Documents TylerldentityPrereqChecker 7/13/2018 814 AM  File folder
&=/ Pictures TylerldentityUserMigration 7/13/2018 806 AM  File folder
I This PC TID.2017.5_NW.zip 5/18/2018 3:43 PM Compressed (zipp... 882,799 KB
¥ MNetwork

This utility needstobe runon the serverthat isrunning yourtestinstance of Tyler Identity. It will remove
all your test usersfromthe Tylerldentity database and replace them with copies of the live users. Torun
the utility, openthe TylerldentityLiveToTest folder, right-click on the TylerldentityLivetoTest.exe program,
and choose Run as Administrator. Use the Build button to build the SQL connection stringto the live
Tylerldentity database.

Note: The Backup Database option will back up the test Tyler Identity database to the default SQLServer
backup location (as configured when youinstalled SQLServer).
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- Tyler Identity Live to Test — O >

Test Tyler Identity Instance InstallTest -
Live Tyler Identity Database |Data Source=trovmmiu2018;Initial Ca
Backup Database
Copy

Clicking the Copy button will open adialogbox explaining that TID users will be copied from the selected
live instance tothe selected testinstance:

Tyler ldentity Live to Test

3 ! Found NWERP Instances

Live
https:/ftrovmmiu2018.corp.tylertechnologies.com/logos

Test
https://trovmmivappsbx/logos

Continue to Copy?

Yes Mo

Clicking Yes will continue the utility. When the utility completes, you will see this dialog:

Tyler Identity User Migration 3

Migration completed.

oK

In the folderthe utility was launched from, two log files named LiveToTestReportResults.txt and
TylerldentityLiveToTest.log will be created.
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Appendix D: Testing by Impersonating Usersin a
Test Environment

To impersonate usersinthe testenvironment (often done during testing of a patch or a new update),
please see Appendix C of this document. We recommend copying users that you want to testas new
users. These users will need aunique email address fortesting. If userlicensingis not available,

inactivatingaccountsin test that will not use the test environment would free up the licenseand allow
youto copy a user to test with.
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